MuHob6pHaykun Poccum

®EAEPANNbHOE TOCYAAPCTBEHHOE BIOAXETHOE OBPA30OBATE/IbHOE YYPEXXAEHUE BbICLUEFO OBPA30OBAHUA

«BOPOHE}CKUI rOCYJAPCTBEHHbIN YHUBEPCUTET»
(®rBOY BO «BrY»)

YTBEPXKOAIO

3aBeaytolwmii Kadbeapoi

Bopucos Amutpuin HUKonaesmny
Kadeapa nHdopmaLMOHHbIX CUCTEM

05.03.2025

PABOYAA MPOTPAMMA YYEBHOW AUCLUN/IUHDI

51.0.41 3awmTa B onepaumMOHHbIX cMcTEMAX

1. Koa v HaumeHoBaHUe cneymanbHOCTU:

10.05.01 KomnbloTepHas 6e30nacHoOCTb

2. Cneunanunsauuma:

Pa3paboTKa 3alLmLL,eHHOro NPorpaMmHOro obecneveHus
3. KeanndumkKauua (creneHb) BbINYCKHUKA:

Cneuuyanuct

4. ®opma obyueHus:

OyHasn

5. Kadeppa, oTBeyalowan 3a peanmsaumio GUCLUNANHDIL:

Kadenpa nHbopmaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBunHKoB AHApen KOpbesuy, 4.T.H., Nnpodeccop
7. PeKomeHAaoOBaHa:

HMC ®KH, npotokon Ne 5 ot 05.03.2025

8. YuebHbii roa;:

2027-2028

9.Uenu n 3agaum yue6HOI ANCLUUNAUHDI:

ObyuyeHue CTyAeHTOB NPUHLMMNAM NOCTPOEHUA 3aWwuTbl HGopMaumm B OC 1 aHaIM3a HaAEKHOCTU UX 3aLLMUTHI.

OcCHOBHble 334341 AUCUMNANHDI:

e nony4yeHune 6a30BbIX 3HAHUI O MPUHLMMNAX NOCTPOEHMA noacncTem 3awmTbl B OC pasanYHON apXUTEKTYPbI;

o 3HaKOMCTBO CO CcpeactBamMn U MeToaamMm HECAHKUMOHUPOBAHHOIO A0CTyNa K pecypcam 0oG;

e BblpaboTKa CMCTEMHOrO NoAxXoA4a K Npobaeme 3awmTbl MHGopmaumn 8 OC;

L oB/lageHne mexaHn3amamm 3anTbl VIHd)OpMaLI,I/II/I n n3yyeHume BO3MOXHOCTEN MO MX npeogoneHuto.

10. MecTo yueb6HOM AUCLUUNANHDI B CTPYKTYype OON:

OuncumnavHa obsasatenbHol yactu (61.0). BxogHble 3HaHMA: «OnepaLyoHHbIe CUCTEMbI»



11. NMnaHupyembie pe3ynbTaTtbl 06yueHUa No gucununanHe/moaynio (3HaHUA, yMEHUA, HaBbIKK), COOTHECEHHDbIE C
nnaHUpyembiMU pe3ynbTaTaMu 0CBOeHUA 06pa3oBaTeibHOM NporpaMmmbl (KOMNETEHUMAMM BbiNYCKHUKOB) U

UHAUKATOPaAMU UX OO0CTUXKEHUA:

Kopa v Ha3BaHMe KoMmneTeHunmn

Ko 1 Ha3BaHWe MHAMKaTopa
KOMMNeTeHuun

3HaHUA, YMEHUA, HaBbIKK

OMK-9 CnocobeH peluaTtb 3a4a4n
npodeccMoHanbHOM AeATENbHOCTHU C
YYETOM TEKYLLLEFO COCTOAHMA U TEHAEHUNI
pPa3BUTMA METOAOB 3aLLMTbl MHGOPMALUK
B OMepaLMOHHbIX CUCTEMAX,
KOMMbOTEPHbIX CETAX U CUCTEMAX
ynpaBneHusa 6a3amun AaHHbIX, @ TaKKe
METO/0B M CPEACTB 3aWMTbl UHGOPMALLUN
OT YTEYKM MO TEXHUYECKUM KaHanam,
ceTei n cuctem nepesaym MHGopmauum

OlK-9.11 3HaeT oCcHOBHbIE
TeHAEHLMW Pa3BUTUA METOA0B
3aWwmThl UHGOPMALUM B
onepaLMoHHbIX CUCTEMAX U
cucTemax ynpasaeHus 6asamm
OAHHbIX

3HaeT OCHOBHbIe TEHAEHLLUN
pa3BUTMA METOLOB 3aLLMUTbI
MHbOPMALLMKN B ONEPALMOHHbBIX
cucTemax

OMMK-9 CnocobeH peluaTb 3a4a4n
npodeccMoHaNbHOW AeATeNbHOCTU C
YYETOM TEKYLLEro COCTOAHUA U TeHAEHUMI
pa3BMTMA METOA0B 3alMTbl MHGOPMaL MK
B OMepaLMOHHbIX CUCTEMAX,
KOMMbIOTEPHbIX CETAX U CUCTEMAX
ynpasneHua 6azamu AaHHbIX, a TaKKe
METO/A0B U CPeACTB 3aWMUTbl UHOPMALLUN
OT YTEYKM MO TEXHUYECKMM KaHaNam,
ceTel 1 cucTemM nepegayum nHbopmaumm

OMK-9.12 3HaeT obwme n
cneumdmUyecKme yrposbi
6e30macHOCTU onepaLmoHHbIX

CncTem n cucTem ynpasaieHuma 6a3

JAHHbIX

3HaeT obwme n cneunduryeckme
yrpo3bl 6e30nacHoCTH
onepaumoHHbIX CUCTEM

OMNK-11 CnocobeH paspabaTbiBaTh
NOAUTUKM 6E30MacHOCTU, NONUTUKM
yrpaBAeHMsa SOCTYNOM U
MHGOPMALLMOHHBIMM NMOTOKaMU B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e30nacHOCTM MHOPMALUKN K
TpeboBaHWU No 3awmTe MHGopmaLmm

OlMK-11.6 3HaeT cpeacTsa n
MeTOoAbl XPaHEeHUA U nepenayu
ayTeHTUPUKALNOHHOM
nHdopmaumnn

3HaeT cpeacTsa 1 meToapl
XPaHeHMA U Nepeaayn
ayTeHTUPUKALNOHHOM
nHbopmaLmn

OMNK-11 CnocobeH paspabatbiBaTbh
NOJIMTUKKN 6e30MaCHOCTU, MOANTUKN
ynpaBAeHUsA JOCTYNOM U
MHPOPMALLMOHHBIMM NMOTOKAMMU B
KOMMbIOTEPHbIX CUCTEMAX C YYETOM Yrpo3
6e30nacHOCTM MHOPMALUM U
TpeboBaHWU No 3awmTe MHGopmaLmm

OMNK-11.7 3HaeT OCHOBHbIe
TpeboBaHMA K noacucteme
ayamTa u NOINTUKE ayauTa

3HaeT ocHoBHble TpeboBaHMA K
noacucTeme ayamTa v NOAUTUKe
ayauTa

OMNK-11 CnocobeH paspabatbiBaTbh
NOJIMTUKKN 6e30MaCHOCTU, MONNTUKM
yrpaBAeHUsA SOCTYNOM U
MHGOPMALLMOHHBIMM NMOTOKaMU B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e30MacHOCTU MHPOPMaLUK 1
TpeboBaHWU No 3awmTe MHGOPMaLUK

OlMK-11.8 3HaeT 3aluTHbIe
MeXaHM3Mbl U CpeacTBa
obecneyeHunsa 6esonacHOCTH
onepaumoHHbIX CUCTEM

3HaeT 3alMTHbIE MeXaHU3Mbl 1
cpeacTea obecneyeHun
6e30MacHOCTU OnepaLOHHbIX
cnctem




Ko, 1 HasBaHMe KoMneTeHLmMM

Ko 1 Ha3BaHWe nHAaMKaTopa
KOMMeTeHUMUN

3HaHMA, YMEHMSA, HaBblKM

OMNK-11 CnocobeH pa3pabaTbiBaTh
NOJIMTUKKN 6e30MacHOCTM, MOAUTUKU
ynpaBaeHuaA 4OCTYNOM U
NHPOPMALLMOHHbBIMM NMOTOKaMM B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTU MHGOPMaLMK U
TpeboBaHUI Nno 3awmTe nHbopmaLmn

OMK-11.9 YmeeT dopmynunpoBatb
M HacTpamBaTb NOJIUTUKY
6€30nNacHOCTM OCHOBHbIX
OonepaumoHHbIX CUCTEM

YmeeT popmynmposath u
HacTpamBaTb NOJUTUKY
6e30MacHOCTN OCHOBHbIX
onepaumoHHbIX CUCTEM

OMNK-11 CnocobeH pa3pabaTbiBaTh
NOANTMKM 6e30MacHOCTU, NONUTUKM
yrpaBAeHUA JOCTYNOM U
NHGOPMALLMOHHBIMM NOTOKaMM B
KOMMbIOTEPHbBIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTU MHGOPMaLMK U
TpeboBaHWU No 3awmTe MHGOPMALUK

OMK-11.10 YmeeTt
dbopmynmMpoBaTh U HacTpamBaTb
noanTUKy 6esonacHocTH
JIOKa/IbHbIX KOMMbIOTEPHbIX
ceTei, MOCTPOEHHbIX Ha base
OCHOBHbIX OMEPALMOHHbIX CUCTEM

YmeeT dpopmynmposatb U
HacTpamBaTb NOJUTUKY
6e30nacHOCTU I0KabHbIX
KOMMbIOTEPHbIX CETEN,
MOCTPOEHHbIX Ha 6a3e OCHOBHbIX
onepaumoHHbIX CUCTEM

OMNK-12 CnocobeH agMUHUCTPUPOBATL
onepaLMoHHbIE CUCTEMBI U BbIMOAHATD
paboTbl NO BOCCTAHOB/IEHUIO
paboTocnocobHOCTU NPUKNALHOTO U
CMCTEMHOrO NporpaMmHoro obecneyeHumn

OMK-12.2 3HaeT npuHUMnbI
pa3paboTKM cneumnanbHOro
nporpammHoro obecnedyeHus,
npesHasHa4YeHHOro s
NpeoAoNeHUA 3aLNTbI
COBPEMEHHbIX OMepaLOoHHbIX
CUCTEM C UCMO/Ib30BAHNEM UX
HEeA0KYMEHTUPOBAHHbIX
BO3MOKHOCTEWN

3HaeT NPUHLMMbI Pa3paboTKK
cneLmanbHOro NPOrpammMmHoro
obecneyeHus,
npeaHasHa4YeHHoro s
NpPeoAoNeHUA 3aLLNTbI
COBPEMEHHbIX OMepaLOoHHbIX
cucTem

OMNK-12 CnocobeH agMUHUCTPUPOBATL
onepaunmoHHble CUCTEMbI U BbIMOHATb
paboTbl NO BOCCTAHOB/IEHUIO
paboTocnocobHOCTU NPUKNALHOTO U
CMUCTEMHOTO NPOrpaMMHOro obecneyeHus

OlK-12.4 Bnapgeet HaBblKaMu
CUCTEMHOIO NPOrpPaMMMPOBaHNA

Bnazeer HaBbIKamMu CUCTEMHOTO
nporpaMmmmMpoBaHms

OrlK-13 CnocobeH paspabatbiBaTbh
KOMMOHEHTbI MPOrPamMMHbIX U1
MPOrpamMmMHO-anmnapaTHbIX CPeACTB
3aLLMTbl MHOOPMALMKN B KOMMNbIOTEPHbIX
CUCTEMAX M MPOBOAUTb aHA/IU3 UX
6e3onacHoCTH

OMK-13.1 YmeeT popmynnpoBatb
W HacTpamBaTb NOJUTUKY
6€e30MacHOCTM OCHOBHbIX
OonepaLmMoHHbIX CUCTEM

YmeeT bopmyanpoBath 1
HacTpamBaTb MOJUTUKY
6e30MacHOCTN OCHOBHbIX
onepaLyoHHbIX CUCTEM

OrlK-13 CnocobeH paspabatbiBaTbh
KOMMOHEHTbI MPOrPamMMHbIX U
MPOrpamMHO-anmnapaTHbIX CPeacTB
3aLLMTbl MHOOPMALMKN B KOMMNbIOTEPHbIX
CUCTEMAX M MPOBOAUTb aHA/IU3 UX
6e3onacHOCTK

Ol1K-13.2 Bnageet HaBblkamu
pa3paboTKM NPOrPaMMHbIX
MOAyY/Iel, peannsyroLmx 3a4a4u,
CBA3aHHble c obecrneyeHnem
6e30nacHOCTN onepauMOHHbIX
CUCTEM PacnpOCTPaHEHHbIX
cemelicTB

BnaseeT HaBblkaMy pa3paboTKu
NPOrpamMmMHbIX MOAYNEN,
peanv3yoLmX 3a4a4un,
cBfi3aHHble ¢ obecneyeHrem
6e30MacHOCTN onepaLoOHHbIX
cUCTEM PacnpoCTPaHeHHbIX
cemencrs

12. O6bem AUCUMNAMHDBI B 3a4e€THbIX eauHuuax/yac:

3/108
dopma NpomeXKyTOUHOI aTTecTauuu:

3ay4eT C oLUEeHKoM




13. TpyaoemKoCTb No Bugam yuebHoi pabotbi

Bug yuebHol paboTbl CemecTp 6 Bcero
AyauTopHbIE 3aHATUA 68 68
JIeKUMOHHbIe 3aHATMA 34 34
MpaKTnyeckme 3aHATUA 0 0
JTabopaTtopHble 3aHATMA 34 34
CamocToaTenbHas pabota 40 40
KypcoBas paboTa 0
MpomexKyTouHana aTTecTauma 0 0
Yacbl Ha KOHTPOJIb
Bcero 108 108
13.1. CopeprkaHue AUCLUMNJIUHDI
n/n HanmeHoBaHue CopeprkaHue pasgena Peanusauma pasgena ANCUUNANHDI C
pasaena AUCUNNANHDI NMOMOLLbIO OHNAMH-Kypca, DYMK
ANCUMNIUHDI
1. lekuum
1.1 OcHOBbI 3aLWMUThbI O6wme TpeboBaHMA K https://edu.vsu.ru/course/view.php?id=15499
nHdopmauumn B 3awmTe nHGopmauuu,
onepaunoHHbIX TEeXHUYECKME U
cuctemax aAMMHUCTPATUBHbIE
MEeTOAbl 3aLMTbI, YPOBHM
00BepuA, NOIUTUKM
6e3onacHOCTH, NpPodun
3aLLMUTHI
1.2 YnpasneHue O6beKTbl, Cy6beKTbl 1 https://edu.vsu.ru/course/view.php?id=15499
A0CTynom MeToAbl AOCTYNa,
MOZeNn ynpaB/ieHus
OOCTYMNOM,
N30/IMPOBaHHasn
nporpammHas cpesa
1.3 AyteHTUdMKaUMA dakTopbl https://edu.vsu.ru/course/view.php?id=15499
nosib3oBaTesieli n ayTeHTUPUKALMK,
npoBsepkKa XpaHeHue naponewu,
L,e/I0CTHOCTH ayTeHTUPUKaLMA No
MHbopmMaLnn OTKPbITOMY KaHany,
04HOpPa30Bble NAPOH,
MHOrodakTopHas
ayTeHTUdnKaumna
1.4 PasrpaHuyeHue ba3oBaa moaesnb https://edu.vsu.ru/course/view.php?id=15499

poctyna B Unix n
Unix-noao6HbIX
cmcTemax

pa3rpaHnYeHuna 4ocTyna
B8 UNIX-noao6HbIx
cucTemax, yyvet
nosb3oBaTenemn u
XpaHeHne naposen,
perucrpauma
nosib3oBaTesiel U BXOA, B
cuctemy, PAM




n/n HanmeHoBaHue ConepskaHue pasgena Peanunsaumsa pasgena AUCLUMNINHBI C
pasaena AUCLUNANHBI NMOMOLLIO OHAAMH-Kypca, DYMK
AVCLUUNAUHBI
1.5 MeToAab! 3aLWmnThbI Bo3mOoKHOCTU https://edu.vsu.ru/course/view.php?id=15499
nHpopmaLmm B (capabilities) notokos B
Linux Linux, ynpasneHue
BO3MOMHOCTAMM, CMINCKM
KOHTpOAs AocTyna Linux,
OOMNONHUTE/IbHbIE
aTpubyThbl dhaiinos,
n3onAumMa (NpocTpaHcTea
nmeH) B Linux, cuctema
sudo, seccomp, SELinux,
AppArmor
1.6 MeToAab! 3aLWnThbI [ecKkpmnTopbl 3aLUTbI 1 https://edu.vsu.ru/course/view.php?id=15499
MHbOpMaLnN B MapKepbl JoCTyna,
Windows 0/IULLETBOPEHME, CMIUCKU
KOHTPO/IAi AOCTyNa B
Windows
1.7 OcHoBbI ceTeBoM MeskceTeBoi aKpaH Linux | https://edu.vsu.ru/course/view.php?id=15499
6e3onacHoCcTM n Windows
1.8 AyauT B HypHanbl ayamTa Linux u | https://edu.vsu.ru/course/view.php?id=15499
onepaumoHHbIX Windows, ¢punbTpbl
cucTemax ayauTta
2.
MpakTnueckume
3aHATUA
3.
NabopatopHbie
pabotbl
3.1 YnpasneHue CosfaHue yyeTHoOM https://edu.vsu.ru/course/view.php?id=15499
nonb3oBaTensmm B | 3anucu, npucoegmHeHue
Linux K rpynne, 3ameHa
nporpammsbi (060/104KM)
nonb30BaTeis, Co3AaHne
nceBAoMnoAb30BaTeNs
2151 3anycKa nporpammbl
3.2 KoHTposib BbluncneHve 1 nposepka | https://edu.vsu.ru/course/view.php?id=15499
LLeNNI0CTHOCTH KOHTPO/NIbHOM CYMMBblI,
¢darnos B Linux NpoBepKa LEenoCTHOCTH
nporpammbl Npu 3anycke
3.3 MN3yyeHne PAM Peanusauma moayns https://edu.vsu.ru/course/view.php?id=15499

PAM, peanusytowero
ayTeHTUPUKALMIO NO
cepunHomy Homepy
ycTpoictea USB




n/n HanmeHoBaHue ConepskaHue pasgena Peanunsaumsa pasgena AUCLUMNINHBI C
pasaena AUCLUNANHBI NMOMOLLIO OHAAMH-Kypca, DYMK
AVCLUUNAUHBI
3.4 N3yueHne YcTaHOBKa https://edu.vsu.ru/course/view.php?id=15499
BO3MOXHOCTEM BO3MOXHOCTEM
(capabilities) Linux | MPOrpamMmel AnAa
BbINO/IHEHUA
NPUBUNErMPOBAHHBbIX
nencrenin bes
MCNonb30BaHMA root
3.5 N3yueHne CospaHue https://edu.vsu.ru/course/view.php?id=15499
N3018UMK N30/IMPOBaHHOM CeTeBOM
pecypcos Linux cpepapbl, co3gaHue
CeTeBOro TyHHens Ans
4ocTtyna K
N30/IMPOBAHHOM cpeae,
yTunuTta unshare,
daiinosas cuctema
/sys/fs/cgroup/
3.6 MN3yueHne CospaHve npasuna ans https://edu.vsu.ru/course/view.php?id=15499
noacuctembl sudo | KOHKpeTHOro
nosib3osaTens
3.7 MN3yueHne OrpaHuyeHue 3anycka https://edu.vsu.ru/course/view.php?id=15499
noacucTembl nporpamm 1 focTtyna K
seccomp daiinam 3a cyet
peanusaumu epunbTpa
CUCTEMHbIX BbI30BOB
3.8 MN3yueHne CospaHve npaBua Ans https://edu.vsu.ru/course/view.php?id=15499
MEXCeTeBoro netfilter,
sKkpaHa Linux OrpaHUYNBAOLLMX AOCTY
K OTAe/IbHbIM CeTEBbIM
NpPOTOKO/IaM U NMopTam
3.9 N3yyeHne CosgaHwue npasun https://edu.vsu.ru/course/view.php?id=15499
MeXaHU3MOoB MO/IMTUKM OrpaHNYeHUn
orpaHuyeHus 3arycKa nporpamm
3anycKa nporpamm
B Windows
3.10 N3yyeHne CosgaHve npaBua ans https://edu.vsu.ru/course/view.php?id=15499
MEKCETEBOrO netfilter,
akpaHa Windows OorpaHu4mBatoLnMx f0CTyn
K OTAE/IbHbIM CETEBbIM
MPOTOKO/1aM M MOpTam
13.2. Tembl (pasgenbl) AUCLUNAUHBI U BUADI 3aHATUM
No HavmeHoBaHue JleKuyoHHbIe MpakTnyeckme NabopaTopHble CamocTtoaTtenbHas Bcero
n/n | Tembl (paspena) 3aHATUA 3aHATUA 3aHATUA paborta
1 OcCHOBbI 3aLWMThI 4 0 0 2 6
nHdopmauun B
onepaLymoHHbIX
cuctemax
2 YnpasneHue 2 0 0 2 4

A0CTynom




No
n/n

HanmeHoBaHue
Tembl (pasaena)

J1eKUMOHHbIe
3aHATMA

MpakTnyeckme
3aHATUA

JNabopaTopHble
3aHATUA

CamocTosTenbHasn
pabota

Bcero

AyTeHTUdMKaumA
nonb3oBaTenen u
npoBepKa
L,e/I0CTHOCTH
MHbOopMaLLUn

4

0

0

2

PasrpaHuyeHue
poctyna B Unix n
Unix-noao6HbIx
cMcTemax

MeToabl 3aWmThI
MHpopmauum B
Linux

MeToabl 3aWmThI
MHpopmauum B
Windows

OcHoOBbI ceTeBoM
b6e3onacHocTH

Ayaut B
onepaumoHHbIX
cucTemax

YnpasneHue
nonb3oBaTeNs MM B

Linux

10

KoHTponb
LLeNOCTHOCTH
¢darnos B Linux

11

N3yyeHne PAM

12

N3yyeHune
BO3MOKHOCTEWN
(capabilities) Linux

13

N3yyeHune
M30NALMN pecypcos
Linux

12

14

N3yyeHune
noacuctembl sudo

15

N3yyeHune
noacucTembl
seccomp

16

N3yyeHune
MEeXaHU3MOB
orpaHuyeHus
3anycka nporpamm
B Windows

17

N3yueHne
MeXKceTeBoro
3KpaHa Linux




No HavmeHoBaHue JleKunoHHble MpakTnyeckme JNabopaTopHble CamocTtoaTtenbHas Bcero

n/n | Tembl (paspena) 3aHATUA 3aHATUA 3aHATUA pabota
18 N3yyeHne 0 0 2 2 4
MEKCeTeBoro

aKkpaHa Windows

34 0 34 40 108

14. MeToaunyeckue yKasaHusa gna o6yyaloLmxca no 0CBOEHUIO AUCLUN/IUHDI

OucumnavHa Tpebyet paboTbl ¢ palinammn-npeseHTaLnAMU NeKLUA U COOTBETCTBYHOLLMMM 1aBaMN PEKOMEHA0BAaHHOM
OCHOBHOM NMTEPATYpPbI, a TaKXKe, 0653aTeIbHOro BbINOJHEHWUA BCeX 1abOPATOPHbIX 3a4aHMIA B KOMMBIOTEPHOM K/acce.

CamocTtosTenbHasa paboTa NpoBOAMTCA B KOMMbOTEPHbIX Knaccax PKH ¢ Mcnonb3oBaHMEM METOAMYECKMX MaTepUanos
pacnosioXeHHbIX Ha yuebHo-meToamnueckom cepsepe GKH "\\fs.cs.vsu.ru\Library" n Ha cepsepe Moodle Bry
mood|e.vsu.ru, BbINOAHEHWEM 3334 KOHPUTYPUPOBaAHUA BUPTYann3mpoBaHHon UC. Bo Bpemsa camocTonaTesibHOM
paboTbl CTYAEHTbI UCMONb3YIOT 3/IEKTPOHHO-OMBANOTEYHbIE CUCTEMbI, ALOCTYMNHbIE HA NopTasae 30HanbHOM BubanoTekn
BrY no agpecy www.lib.vsu.ru. Yactb 3agaHuii MOXKeT ObITb BbINO/IHEHA BHE ayAUTOPUIA HA ZOMaLLHEM KOMMbIOTEpE,
nocne KonMpoBaHMUA MeTOANYECKUX YKa3aHWUn U Heobxogumoro MO ¢ yuebHo-meToamuyeckoro cepsepa OPKH.

MpKn UCNOb30BaHMMU ANUCTAHLMOHHbIX 06Pa30BaTENbHbIX TEXHONOMUIA U 31EKTPOHHOTO 06yYeHMs BbINONHATL BCE
YKasaHuA npenogasaTesiei, BOBPEMA NOAKOYATLCA K online 3aHATUAM, OTBETCTBEHHO MOAXOAMTL K 3a4aHUAM ANA
camocTonTesIbHOWN PaboTbl.

15. MNepeyeHb OCHOBHOW M AOMNONAHUTENbHOW IUTEPATYPbI, PECYPCOB MHTEPHET, HEO6XOAUMbBIXANA OCBOEHUSA
ANCLUNAUHDI

a) OCHOBHasA MTepaTypa:

Ne NcTouHmK
n/n
1 TexHonornmn obecneveHmsa 6e3onacHoCTU MHPOPMaLIMOHHbIX cuctem: ydebHoe nocobue / A. /1.

MapyxneHko, /1. O. MapyxneHko, M. A. Eppemos u ap. — Mocksa; bepnuH : JupekT-Megua, 2021. - 210 c.
// 9BC YHusepcutetckaa 6ubnamnoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) AoNOAHMTeNbHAsA AnTepaTypa:

No MCTOYHUK
n/n
1 Mpoxoposa, O. B. UHdopmaLmoHHaa 6e30nacHOCTb M 3aWmTa MHopmaumm: yuebHuk / O. B.

MpoxopoBa; CamapCcKuii rocyapCTBEHHbIN apXUTEKTYPHO-CTPOUTE/bHBIN YHUBEpPCUTET. — Camapa:
CamapCKu1il rocyapCTBEHHbIA apXUTEKTYPHO-CTPOUTEbHbIN YyHuBepcuTeT, 2014. — 113 ¢. // 3BC
YHusepcutetckaa bubnunoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

8) MHGOPMALMOHHbIE 371eKTPOHHO-06pa3oBaTe /bHbIE PECYpPChbl:

Ne n/n NCTOYHUK

1 Bubanoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuyebHo-meToamnYecknx matepuanos ®KH, \\fs.cs.vsu.ru\Library

3 O6pasoBaTesibHbli NopTan "INeKTPOHHbIN yHMBepcuTeT BIY", http://edu.vsu.ru

16. NepeueHb yue6HO-meTOoaMUECKOro obecneueHna 418 CaMOCTOATENbHOM paboTbl

Ne n/n NCTOUYHUK
1 Cepsep yuebHo-meToamyeckmx matepuanos ®KH, \\fs.cs.vsu.ru\Library
2 O6pas3oBaTtesibHblIli MopTan "INAeKTPoHHbIN yHuBepcuteT BIY", http://edu.vsu.ru

17. O6pasoBaTenbHble TEXHONOFUU, UCNONb3yeMble NPU peann3aLmm yuebHOU AUCUUNAKHDI, BKAIOYAnA
ANCTaHUMOHHble 06pa3oBaTtenbHble TexHonoruu (A,0T), anekTpoHHOe 0byueHue (I0), cmelwaHHoe 0byyeHue):

Jlekumn-Bm3yannsaLmm ¢ 4EMOHCTPaLMEN UAMOCTPATUBHBIX M rpadUUecKmMx maTepuanos, aHUMaLmm, 610K-cxem
aNropuTMOB M MPUMEPOB UCXOAHOMO KOAa, AeMOHCTPaLIMEN BbINONHEHMSA KOMaH/, OnepaLMoHHOW CUCTEMON,
nabopaTtopHble paboTbl.

HpM peannsaunn ANCUNNINHbI MOTYT MCNO1Ib30BAaTbCA TEXHOTIOTUN 2/IEKTPOHHOIO O6Y‘-IEHMFI N ANCTaHLUMOHHbIE
o6pa303aTeanble TEXHONOMMK Ha base nopTtana edu.vsu.ru, a TakXe gpyrue A0CTynHble pecypcCbl CeTn MHTepHeT.



18. MartepmanbHo-TeXHUUYecKoe obecneyeHne AUCLUNIUHDI:

1. JleKUMOHHasA ayAnTOpUsA, OCHALLLEHHAA BUAEONPOEKTOPOM.
2. KomnbloTepHblit Knacc gns nposeneHnsa 1abopaTopHbIX 3aHATUM, OCHALLLEHHbIM BUAEOMNPOEKTOpa U
KOMMbloTEpamMu ¢ onepaumoHHon cuctemoinn GNU/Linux.

19. OueHouHble cpeAacTBa ANA NPOBEAEHUA TEKYLLEN U NPOMENKYTOYHOM aTTecTaunii

MopsAAOK OLEHKN OCBOEHMA 0bydatoLmMMmcs y4ebHOro maTepuana onpeaenseTca CoaepskaHuem cneayoLmx pasaenos
ONCUMNINHDI:

Ne Pasgenbl AucumMnanHbI Kog KomneteHuun | Kog vHaukatopa OugeHouYHble cpeacTsa

n/n (moaynn) ONA TeKyLel aTTectaumm

1 OcHoBbI 3aLLnTbl UHOOPMaLUK B OlK-9 OlMnK-9.11 CobecenoBaHue
OonepaumoHHbIX cMcTeMax

2 OcHoBbI 3aWnTbl MHGOPMaLMKM B OrK-9 OnnK-9.12 CobecenoBaHue
onepaLmoHHbIX cUCTeMax

3 AyTeHTUdMKaLmMa nonb3osatenen n | OMNK-11 ONK-11.6 CobecenoBaHue
NPoBepKa LLeIOCTHOCTU
nHdopmauun

4 AyauT B onepaumoHHbIX CMCTEMAX OnkK-11 OnK-11.7 CobecenoBaHue

5 YnpasneHue AOCTyrnom OlnK-11 OlK-11.8 CobecenoBaHue

PasrpaHunyenune goctyna B Unix un
Unix-nofo6HbIx cuctemax
MeToabl 3aLWmTbl MHGOPMALMK B
Linux

MeToabl 3aLWmTbl MHGOPMALMK B
Windows

OcHoBbI ceTeBOM 6e30MacHOCTH

6 YnpassieHune nosb3oBaTeNAMU B OnkK-11 OMnK-11.9 NabopaTopHbie paboTbl
Linux

MN3yyeHune noacucrtemsbl sudo
KoHTposb LenoctHoctv ¢painos B
Linux

7 MN3yyeHne meKceTeBoro skpaHa OmnK-11 OMK-11.10 JNlabopaTtopHble paboTbl
Linux

MN3yyeHne merkceTeBOro sKpaHa
Windows

8 MeToAabl 3aLWmTbl MHGOPMALMK B OMnK-12 OlK-12.2 CobecepoBaHue
Linux

MeToAabl 3aLWmTbl MHGOPMALMK B
Windows

9 MN3yyeHne BO3MOMKHOCTEN OrnnK-12 OmnK-12.4 JNabopaTtopHble paboTbl
(capabilities) Linux

N3yueHune nsonauum pecypcos Linux
M3yyeHne noacucteMbl seccomp

10 YnpasneHue nonb30BaTensamm B OlK-13 OlK-13.1 JNlabopaTtopHble paboTbl
Linux

MN3yuyeHne noacmctemsbl sudo
MN3yyeHne mexaHU3mMOB
OrpaHn4YeHuna 3anycka Nnporpamm B
Windows

11 N3yueHne PAM OrlK-13 OlK-13.2 JNlabopaTtopHble paboTbl




MpomerKyTouHas aTTecTaumsa

dopma KOHTPONA - 3a4eT C OLEHKOM

OugeHOYHble cpeacTsa A1a NPOMEXKYTOYHOM aTTecTauum

CobecepnoBaHue

20 TunoBble oLEeHOYHbIe CPeACTBa U METOAUYECKME MaTepuasbl, onpegensaolime npoueaypbl OLEHUBAHUA
20.1 TeKyLKii KOHTPOJb YCNEBAaEeMOCTH

TeKyLLMiA KOHTPO/Ib YCNEBAEMOCTHM BbINOHAETCA No 1abopaTopHbIM paboTam.
Tembl 1abopaTopHbIX paboT

1. VYnpasneHue nonb3osatenamu B Linux

KoHTponb LenoctHocTu paiinos B Linux

N3yyeHne PAM

MN3yuyeHune BoamoxKHocTel (capabilities) Linux

MN3yyeHune nsonauum pecypcos Linux

MN3yueHne noacmctemsl sudo

N3yueHune nogcmcrembl seccomp

M3yyeHre mexaHM3mMOB OrpaHUYeHunn 3anycka nporpamm 8 Windows

W oo Nk WN

M3yyeHne merKceTeBoro skpaHa Linux

10. U3yueHne mexxceTeBOro akpaHa Windows
Mo KaKaol BbINONHEHHOW paboTe A0NKeEH ObITb NPeoCTaBAEH OTUYET, BKAOYAIOLWMA UCXOAHbIN KoA, pa3paboTaHHbIx
nporpamm (CKpMNTOB) 1 ONUCaHKWE NOJTyYEeHHbIX pe3y/bTaToB. Mo oTYeTy NpenogaBaTtenb Bnpase 3a4aTb
[O0MNONHUTE/IbHbIE BOMPOCHI A1 YTOYHEHUS YPOBHSA NOHMMaHMA MaTepunana. JlabopaTopHas paboTa oueHMBaeTcA
Mmakcumym B8 100 6annos.

anBe,ﬂ,éHHble HWXXe 3a4aHNA peKomeHOyeTCA NCNo1b30BaTb NpKU npoBeaeHNN ANArHOCTUYECKUX pa60T ANnAa OueHKun
OCTaTOYHbIX 3HAHWUI MO ancumnnnHe

KomneteHuus OMK-9

3a4aHnA 3aKPbITOro TMNa

1) Kakue 13 nepeuyncieHHbIxX gasee MeToAoB 3almTbl MHOOPMALMM OTHOCATCA K TEXHUYECKMM METOAaM 3aLUThl
a) Pa3paboTKa nonnT1KKM 6e3onacHoCcTH
b) KoHTponb LenocTHOCTU MHpOpPMaLUn
c) PasrpaHuuyeHue goctyna
d) Co3paHue 1 XxpaHeHne pe3epBHbIX KOMUI LieHHOM HbOopMaLmum
e) Kpuntorpaduueckas 3awmTa
f) Ayant 6e3onacHocTu
2) Mcespononb3osaTteny 8 UNIX n UNIX-nogobHbIX cucTemax 3To
a) 3aperncTpMpoBaHHble Nosb3oBaTenn (ecTb yYeTHan 3anncb B CUCTEME), KOTOPbIE HE aCCOLMMPYIOTCA C
YeN0BEKOM
b) MNonb3oBaTenu, paboTatoLine B cMCTEME YAANEHHO
c) Nonb3oBaTenn, JOCTYN KOTOPbIX B CUCTEMY BPEMEHHO OFPaHNYeH
d) HuskokBanMdMLUMpPOBaHHbIE NOb30BATENN
3) OnepauMoHHaA cMCTeMA Ha3bIBAETCA 3aLLMLLEHHOM, ec/u
a) HasHauyeH CUCTEMHDbIV aiMUHUCTPATOP
b) OHa He nogkntoyeHa K ceTn NHTepHeT
) B Helt peannsoBaHbl CpeacTBa 3alMTbl UHPOPMALUK
4) Wcnonb3oBaHWe MOAENN YNpaB/ieHUs AOCTYNoM TUMNa U30/IMPOBaHHasA NporpammHan cpega obecneumnsaet
a) CyuwecTBeHHOE MOoBbILEHME 3aWMLLEHHOCTU OT NPOrPaMMHbIX 3aK1aA0K N0 CPAaBHEHUIO C AUCKPELIMOHHOM
MOAENbIO
b) BbICOKYIO HaZEXKHOCTb 3aLLMTbI OT yTEYKM MHPOpMaL MK



5) TMepeuncanTe NyHKTbI, onpeaensaiowme obume TpebosaHnaA K 3awmute MHGopmaumm
a) CoxpaHeHue KonnyecTsa MHbopmauum
b) CoxpaHeHuMe LenocTHOCTU MHPOopPMaLUN
c) CoxpaHeHue dopmaTa npeacTaBaeHns nHGopmaLmm
d) CoxpaHeHue AoCcTynHOCTM MHGOPMaLUM
e) CoxpaHeHne KoHOMAEHUMANBHOCTU MHbOPMALMN
OTBeTbl Ha BONPOCHI

Homep Bonpoca Ortser (b6yKkBa)
1 b,cef

2 a

3 o

4 a

5 b, d, e

3a4aHuUs OTKPbLITOro TMna

1) CKo/NbKO MeTo40B AOCTyMNa pPas/iMyaeTcs B TPAAMLMOHHON Moaenn pasrpaHuyeHma goctyna UNIX

2) Hanuwwute KOMaHAy, YTOObI HAa3HaYUTb NONAbL30BaTeNs ivan Bragenbuem danna c umeHem file B Tekylem Katanore

OTBeTbl Ha BONpPOCHI

Homep Bonpoca OTBeTt
1 3
2 chown ivan file uan chown ivan ./file

3a[aHu1A C Pa3BEPHYTbIM OTBETOM

1) [avite onpeaeneHue NoAUTUKKM 6e3onacHoOCTU
2) [aiTte onpeaeneHue npasa gocTtyna

OTBeTbl Ha BONpPOCHI

Homep Bonpoca OtserT (byKBa)

8 Monntuka 6e3onacHoCTV — 3To HAbOp NPaBUA, PerNameHTUPYHOLLMX NOPAAOK
XpaHeHnsa n 06paboTkM nHopmaumun

KpuTtepumn oueHmBaHuA LLIkana oueHok (B 6annax)

Obyuatowuiica fan npasuabHoe onpeaeneHue noaMTukn 6esonacHoct | 3 6anna

Obyuatowumiica fan npasuabHoe onpeaeneHue noauTukn 6esonacHoctn. | 2 6anna
OTBET COAEPKUT HE3HAUNUTE/IbHbIE HETOYHOCTU

ObyuatoLmincs gan He ToYHOE onpeaesieHne NoAUTUKM Be30onacHoCTH. 1 6ann
OTBET He COAEPHKUT rPyBbiX OLLMBOK MM HETOUHOCTEN

Obyuatowpiica gan He TOYHOe onpeaesieHne NoAUTUKU Be30MacHOCTU. 0 6annos
OTBET COAEPKMUT rpybble OLWMBKM M HETOYHOCTH

Homep Bonpoca OrtseT (byKBa)

9 MpaBo 4OCTyNa — 3TO BO3MOXKHOCTb CybbeKTa A0CTyna BbINOAHATL AOCTYMN K 06beKTy
[LOCTYMa Mo HEKOTOPOMY MeToAy A0CTyna




KpuTepuun oueHmBaHuA LLIkana oueHok (B 6annax)

ObyuatoLmincs gan npaBuabHOE onpeaeneHune npasa 4ocTyna 3 6anna

ObyuatoLmincs gan npaBuabHOe onpeaeneHune npasa goctyna. Otser 2 6anna
COLEPKUT HE3HAUUTE/IbHbIE HETOYHOCTM

Ob6yuvatowmiica gan He TOUYHOe onpeaeneHune npasa gocrtyna. OTBeT He 1 6ann
COAEPHKUT rpybbix OLUIMOOK U HETOYHOCTEN

Obyuatowpiica gan He TOYHOe onpeaesieHve npasa goctyna. OTeeT 0 6annos
COAEPKUT rpybble OWMBKM MAN HETOYHOCTH

KomneteHuusa OMNK-11

3a4aHnA 3aKPbITOro TMNa

1) MonuTtuKa 6esonacHoOCTU 3TO
a) CKpunT ANs NPOBEPKM LeIOCTHOCTM MHPOpMaLLMK
b) Habop npasuAa, pernameHTUPYIOLLUX NOPAAOK XPaHeHUA U 06paboTKM MHbOpMaLUK
c) MeToga ayTeHTUdMKaLMM Nob30BaTENA
d) Habop npaBua ana aHanusa AaHHbIX ayamTa 6e30MacHoOCTH
2) ApekBaTHasA NoaMTMKa 6esonacHocTH
a) Nonntrka 6esonacHocTK, obecneymBalowan AOCTAaTOYHbIN YPOBEHb 3aLUTbl 6€3 U3NULLIHUX OTPAHUYEHUI U
HeyaobcTB B paboTe nonb3osatenem
b) MonnTtnka 6esonacHocT, obecneunBatowan rapaHTMPOBaAHHYO 3aLLMTY MHGOPMaLUK
3) AyauT cucTeMHbIX COBbITUIA No3BOAAET
a) BeecTv 4ONOAHUTENbHBIN YPOBEHb pa3rpaHUYeHns A0CTyna K 06beKkTam AocTyna
b) CBoeBpemeHHO 06HaPYKMUTb NOMbITKM HaPYLUEHUA NOANTUKM Be3onacHoCTH
c) CBoeBpemMeHHO 0B6HAPYKUTb U3MEHEHMA BaXKHbIX A5 6E30MacHOCTU CUCTEMHbIX HAaCTPOEK
d) MpenoTBpaTMTL HAapyLWEHME LEeNOCTHOCTM AaHHbIX
4) OueHOYHbIN ypoBeHb AoBepuA 1 npeanonaraer
a) MMHMMaNbHbIN YyPOBEHb AOBEPUS, OCHOBAHHbIN Ha HainMyme B cocTaBe OC HEKOTOPbIX CPEACTB 3aLUTbI
b) YpoBeHb foBEepUsA OT yMEPEHHOIO 4,0 BbICOKOTrO B OTHOLIEHUM YyiKe cyliecTBytoleli OC obuwero HasHayeHusa
c) BbicoKkmIi ypoBeHb foBepua ans paspabatbiBaemoint OC
d) YBepeHHoCTb B 6e3onacHocTn OC npu paboTe B yC/I0BUAX Ype3BbIYanHO BbICOKOTO pUCKa
5) OueHoYHbIN ypoBeHb AoBepus 4 npeanonaraet
a) MUHUMaNbHbIM YPOBEHb [0BEPUSA, OCHOBAHHbIV Ha Hannyme B coctaBe OC HEKOTOPbIX CPEACTB 3aLLUTbI
b) YpoBeHb f0BepUA OT yMePEHHOTO [0 BbICOKOrO B OTHOLWEHMM Y3Ke cylwecTBytollein OC ob6LLero HasHaveHun
c) BbicoKMIi ypoBeHb AoBepua Ansa paspabaTtbiBaemoint OC
d) YeepeHHocTb B 6e3onacHocti OC npu paboTe B yCAOBUAX YPE3BbIYANHO BbICOKOTO PUCKA

OTBeTbl Ha BONpPOCHI

Homep Bonpoca OrtBer (bykBa)
1 b

2 a

3 b, c

4 a

5 b

3a4aHnA OTKPLITOro TUNa

1) CKO/IbKO OLLEHOYHbIX YpOBHel aosepus onpeaeneHo 8 FOCT P MCO/M3K 15408-3-2013



OTBeTbl Ha BoN POCbI

Homep Bonpoca OtBeT

1 7

3a4aHus C Pa3BEPHYTbIM OTBETOM

1) OnuwwuTe Nnpouenypy B3aMMHOM ayTeHTUUKALMM cepBepa U KAMEHTa Ha ocHoBe anroputma OCRA (Open-
Authentication Challenge-Response Algorithm)
OTBeTbl Ha BONPOCHI

Homep Bonpoca KpuTepun oueHnBaHmUs

1 CekpeTHbIl KAty K fonKeH 6biTb anPUOPHO M3BECTEH CEPBEPY U KINEHTY,
CEKPEeTHbIN KoY He nepegaeTca No KaHany cBA3u. KAneHT nocbinaeT 3anpoc Ha
B3aMMHYH0 ayTeHTUOUKALMIO CO CNyYalHbIMK AaHHbIMK D.. CepBep BbluUcseT
OCRA(K, D.) v oTnpaBnseT Nosy4YeHHbI X3 KAUEHTY, TaKXKe CepBep OTNpaBaseT
CBOM C/lyYalHble AaHHble Dy Ana ayTeHTUdUKaLUM KnneHTa. KnneHT cpasHMBaeT
MOJIy4EHHbIN OT CepBepa X3LW € OXKMAaeMbIiM. ECnum xaw coBnagaeT, TO KANEHT Tenepb
nosepseT cepsepy. KameHt Bbluncnset OCRA(K, D) n oTnpaBaseT noay4yeHHbIn XaLw
Ha cepBep. CepBep CPaBHMBAET NOJYYEHHDIN X3l C OKMAaeMbiM. Ecam xaLw
coBnafjaeT, TO cepBep Tenepb A0OBepAET KANEHTY. B3aumHana ayteHTUdMKaLma

BbINOJIHEHA
KpuTtepum oueHmBaHuA LLIkana oueHok (B 6annax)
ObyuyatoLmincs NpaBuabHO onmncan NpoLeaypy B3aumHom 3 6anna

ayTeHTUdUKaLMM cepBepa U KAneHTa Ha ocHoBe anroputma OCRA

ObyuyatoLmincs NpaBuIbHO onNuncan NpoLeaypy B3aumMHoM 2 6anna
ayTeHTUPUKALMM cepBepa 1 KIMeHTa Ha ocHoBe anroputma OCRA. OTeeT
COAEPHKUT HE3HAUYUTE/IbHbIE HETOYHOCTH

ObyyaroLmincs He AOCTaTOYHO TOYHO ONKMcan npoLeaypy B3aMMHOM 1 6ann
ayTeHTUPUKaLMM cepBepa U KIMeHTa Ha ocHoBe anroputma OCRA. OTeeT
He CoAEepPKUT rpybbix OLIMOOK UM HETOYHOCTEN

Ob6yuatoLwminca He AOCTAaTOYHO TOYHO ONKCcan NpoLeaypy B3aMMHOM 0 6annos
ayTeHTUPUKALMM cepBepa M KNMEHTA Ha ocHoBe anroputma OCRA. OTeeT

COAEPKUT rpybble OLWMBKN U HETOYHOCTH

KomneteHuusa OMNK-12

334aHu1sA 3aKPbITOro TMNa

1) B UNIX 1 UNIX-noso6Hbix onepaumoHHbIX cucTtemax
a) Nonb3oBaTeNnbCKMe MNAPOIM XPAHATCA B OTKPLITOM BUAE
b) NMonb3oBaTenbCKMeE NAPOAU XPAHATCA B 3alUMPPOBAHHOM BUAE
) XpaHAaTtca pesynbTaTbl HeobpaTMMOro NnpeobpasoBaHUA NoAb3oBaTeNbCKMX Naponeli (hash)
d) MHpopmaLma 0 Naponsx Nnonb3oBaTenel He XPaHUTCA B CUCTEME
2) YTo MOXKET MCMO/Ib30BaATLCA B KayecTse dpaKkTopa ayTeHTUdMKaL MM
a) HekoTopas cekpeTHasa MHPOPMALLMA, M3BECTHAA TOIbKO aBTOPU30BaHHOMY MO/1b30BaTENO (NAaposib)
b) HekoTopbIi YHUKANbHbBIA 06BEKT, KOTOPbIM CTb TO/IbKO Y aBTOPU30BAHHOMO NOJb30BaTeNs (Katou)
c) HekoTopana xapaKTepuMCTMKa, NPUCYLLANA TOSIbKO aBTOPU30BaHHOMY MO/1b30BaTENIO (BMOMETPUYECKME AaHHbIE)
3) Y70 TaKoe MMMUTOBCTaBKa B NepeaaBaeMomM COObLLEHUN
a) CneumanbHblii MPOBEPOYHbIN KOA, NepesaBaemblii BMECTE C AaHHbIMUW A1A NPOBEPKU LeNIOCTHOCTU AaHHbIX NPU UX
nepesave no HeHaZeXXHOMY KaHany
b) ®parmeHT N0XKHOI MHDOPMaALMK, BCTaBNAEMbIN B NepegaBaemoe coobuieHne ana gesnHpopmaumm
3/10yMbILINEHHMKA



) UmuTauma nepeaayn 4aHHbIX 415 MPOBEPKM HALEKHOCTU KaHana nepeaaqn
d) MaeHTUdMKaTop oTNpaBuTENsa COObLLEeHUA
OTBeTbl Ha BOMPOCHI

Homep Bonpoca OtserT (byKBa)
1 o

2 a,b,c

3 a

3a4aHK1A OTKPLITOro TMNa

2) Pasmep xawa (B 6UTax), popmmupyemoro aaroputmom MD5
OTBeTbl Ha BONpPOCHI

Homep Bonpoca OtBeT

1 128

3a4aHu1sA C Pa3BEPHYTbIM OTBETOM

1) VYpoBeHb A0BepUs, OLEHOYHbIE YPOBHU A0BEPUA
OTBeTbl Ha BONpPOCHI

Homep Bonpoca Kputepuun oueHnsaHuA

1 [oBepue — cTeneHb yBePeHHOCTV B TOM, YTO OMepaLyoHHan cuctema oTeedaeT
TpeboBaHMAM 6e30MacHOCTH, OLLEeHOYHbIE YPOBHU foBepua onpeaeneHbl 8 FTOCT u
[al0T BO3MOMHOCTb CPaBHEHMSA Pa3/IMYHbIX CUCTEM U NMOAUTUK Be30MacHOCTH

KpuTepuu oueHnBaHus LLIkana oueHok (B 6annax)

Obyuatowmiics gan npasuabHOE onpeaeneHne YpoBHA A0Bepus, 3 6anna
NepeyYncana U cCpaBHUA MexKay coboi OLLeHOYHbIe YPOBHU A0BepUs

Obyuatolmitcs gan npaBuUAbHOE onpeseneHne YpoBHS A0oBepus, 2 6anna
nepeyncani 1 CPaBHUA Mexay coboit OLLeHOUYHbIE YPOBHM A0BEPUS.
OTBET COAEPMKUT HE3HAUUTE/bHbIE HETOYHOCTM

ObyyatoLmincs He Aan TOYHOE onpeaesieHne ypoBHA A0Bepus, He 1 6ann
NepeYncana Uau He CPaBHUA MeXKay coObo OLEeHOUYHbIE YPOBHU
nosepus. OTBET He COAEPKMUT rpybbiX OWMBOK MAN HETOUYHOCTEN

Ob6yuvatowmiica He Aan TOYHOe onpeaesieHne ypoBHA A0Bepus, He 0 6annos
NepeyvncinI Uau He CPaBHUA MeXKAY OO0 OLEHOYHbIE YPOBHU
nosepua. OTBET COAEPKMUT rpybble OWNOKM U HETOYHOCTH

KomneteHuusa OMNK-13

334aHu1sA 3aKPbITOro TMNa

1) B UNIX 1 UNIX-nofso6Hbix onepaumoHHbIX cucTemax MHPopmMaLmsa o No/ib30BaTeiAxX, BKAOYan N0TUMH, naeHTMdmKaTop
Nno/ib30BaTeNA U ero NePBUYHON rPynbl, LOMALLUHWI KaTafor U UMA NPOrPaMMbl A/1A 3aMNyCKa NPW MHTEPAKTUBHOM BXOAe
Nno/ab30BaTeNA XPaHUTCA B daine

a) /etc/login

b) /etc/passwd
c) /etc/group
d) /etc/shadow

2) MpocTtpaHcTBo nmeH IPC B Linux



a) Co3paeT M30/IMPOBaHHYHO CETEBYIO cpeay A rPynmbl NPOLLECCOB, BKIOYAn ceTeBble MHTepdeichbl, UabTpbl 1
TabAnubl MapwpyTU3aLmum
b) BupTyanusmupyet cuctemHble naeHTuduKkatopbl hostname n domainname
c) 3onupyeT 06bEKTbI MEKMPOLECCHOrO B3aMMoaencTeua (cemadopbl, pasgenaemyto NnamaTb, odepesmn coobLeHmiA)
d) M3onupyeT npouecchl OTHOCUTEIbHO onepauuii mount/umount

3) MpocTtpaHcTBo nmeH Network B Linux
a) Co3paeT N30/IMPOBaHHYIO CETEBYIO Cpeay ANA rPynnbl NPOLLECCOB, BKNOYAA ceTeBble MHTepdelickl, dUAbTPbI U
TabAnubl MapwpyTU3aLmum
b) Buptyanusmpyet cuctemHble ngeHtudmkaTopbl hostname n domainname
c) M3onmnpyeT 06bEKTbI MEKMPOLLECCHOTO B3anmoaenctama (cemadopbl, pasgenaemyto NnamsaTb, o4epesn coobLLeHMI)
d) M3onupyeT npoueccbl OTHOCKMTEIbHO onepauuii mount/umount

OTBeTbl Ha BONPOCHI

Homep Bonpoca Ortser (b6yKkBa)
1 b
2 o
3 a

3a4aHnA OTKPBITOro TMMa

1) HanuwwuTte KOMaHAy AN NONYYEHMUA CNUCKA CeTeBbIX M MHTEepPdencoB B NPOCTpaHCTBe MMeH ceTu home
OTBeTbI Ha BOMPOChI

Homep Bonpoca OTser

1 ip netns exec home ip link show

unu ip netns exec home ip link list

3a4aHu1sA C Pa3BEPHYTbIM OTBETOM

1) Kakoe gericteune umeet dnar apPpeKTnBHbIX BO3MOXKHOcCTel (effective) dpalina nporpammbl
OTBeTbI Ha BOMPOCHI

Homep Bonpoca Kputepumn oyeHnsaHuA

1 Ecnv atoT dnar yctaHoBANEH y daitia nporpamMmsl, TO BCE HOBblE BO3MOKHOCTMH,
KOTOpble NOABUIUCH B CMIUCKE pPa3peLleHHbIX BO3MOXHOCTEN NOTOKa B pe3y/ibTaTe
WUCNONHEHUS execve, byayT aBToOMaTU4eckM AobaBneHbl B HAbop apPeKTUBHbIX
BO3MOKHOCTEN MOTOKa

KpuTtepumn oueHmBaHuA LLIkana oueHok (B 6annax)

ObyuyatoLmincs NnpaBuabHO onucan gencremne dnara aPpPeKTUBHbIX 3 6anna
BO3MOXHocTel (effective) daiina nporpammoi

Obyuatowmincs NnpaBuabHO onucan gencrene dnara 3GPeKTUBHbIX 2 6anna
BO3MoOXKHocTel (effective) palina nporpammel. OTBET COAEPHKUT
HEe3HaYUTeIbHble HETOYHOCTM

ObyyatoLmincs He AOCTAaTOMHO TOYHO onucan aelicteme daara 1 6ann
addeKTUBHbIX Bo3MmoxkHocTew (effective) palina nporpammsl. OTBET He
COAEPKUT rPybbIX OWMOOK MAM HETOUYHOCTEN

ObyyatoLmincs He AOCTAaTOMHO TOYHO onucan aelcteme daara 0 6annos
abdekTMBHbIX Bo3moskHocTel (effective) paitna nporpammbl. OTBeT
COAEPKUT rpybble OWMOKN U HETOYHOCTH




20.2 MpomeKyTovHasa aTrecTraumsa

MepeuyeHb BONpocos K cobeceaoBaHuIO

P wn

9.

10.
11.
12.
13.
14.
15.

16.

17.

18.

19.
20.

21.
22.
23.
24.
25.
26.
27.
28.

Obwue TpeboBaHMA K 3awmTe UHGOpMaLMK. TEXHUYECKME U aAMUHUCTPATUBHbIE METOAbI 3aLUMTbI.

MonuTtnka 6esonacHocTh.

YpoBeHb gosepua. OueHoYHble YPpOBHU aoBepua. Mpodub 3awuThl.

YnpasneHue goctynom. O6beKTbl, CybbeKTbl, MeToAbl AocTyna. MNpaso goctyna. Mpusunaerns. MonHomouums.
Ponb. Cynepnonb3osaTteb.

Tunosble MOAEeNM yNpaBNeHUA [OCTYNOM (4aTb 0bLLee onpeseseHne ANCKPELIMOHHOIO YNpaBAeHUs SOCTYMOM,
MaHAaTHOrO yrnpas/ieHne AOCTYNOM M U30/IMPOBAHHOM NPOrpPamMmMHON cpeabl)

[JunckpeumoHHoe ynpasneHue gocrynom. Matpuua goctyna. MaHaaT Bo3amoxKHocTel. CNMCOK KOHTPOAA
goctyna.

MaHpaaTtHoe ynpasneHue goctynom. Mogens benna-/lanagynol.

MN3onnpoBaHHaa nporpammHas cpea.

AyTeHTUbMKauma nonb3osatenein. Paktopbl ayTeHTUOMKaLUKN. OQHOPA30BbLIM NAPOb.

MHorodpaKTopHaa ayTeHTUdUKauuA. XpaHeHne naponen.

Anroputm nposepkun uenoctHoct HMAC.

AyTteHTUdMKauma HOTP Ha ocHOBe 04HOPA30BbIX MApPOEN.

AyTteHTUdUMKauma TOTP Ha ocHOBe 04HOPA30BbIX Napoaen.

Anroputm OCRA - anroput™ B3aMMHOM ayTeHTUOUKALMM HA OCHOBE B3aMMOAENCTBMA 3aNpPOCOTBET.

BbasoBasa mogensb pasrpaHuyeHus goctyna B UNIX-nogobHbil cuctemax. Macka goctyna ans ¢pannos u
KaTanoros.

Yyet nonb3osateneit 8 UNIX-nogobHblin cuctemax. daiin /etc/passwd. Yuet rpynn. XpaHeHue naponeit 8 UNIX-
noAobHbI cucTemax.

MNcesgononb3oBaTenu. CTaHgapTHble Nonb3oBaTenn u rpynnbl B UNIX-nogo6HbIN cuctemax. Co3gaHne HOBOro
nonb3oBaTens.

®aiinbl KoHOUTypaLmMm cucTembl yyeTa nosib3osatenen B Linux. MHMUManm3aLma AomallHero Kataaora HOBOro
nonv3osatena. CTaHgaPTHbIE YTUAUTbI YIPaBAEHUA YYETHbIMU 3anmucAmM B Linux.

Linux: Bxog, nonb3oBartena B cUCTEMY.

PAM. Moaynn PAM. KoHourypauma PAM. Kputepmn ycnewwHon ayTeHTUGUKaumm. PaclumpeHHbI cTUb
KoHdurypaumm B Linux.

CnMCKM KOHTPOASA AOCTYNa U AOMNOJHUTENbHbIE aTpMbyThl dainnoB B ¢paiioBbix cuctemax Linux.

Cuctema sudo. Mpasuna sudo. ®aiin sudoers. *KypHan sudo.

Ob6Aa3aTenbHbIli KOHTPO/b LIESIOCTHOCTU U KOHTPO/b YYeTHbIX 3anucei B Windows

OrpaHunyeHne ncnonb3oBaHuA npuaoxkeHnn 8 Windows

MeskceTeBoM aKpaH Linux

MeskceTeBol akpaH Windows

AyanTt 6e3onacHoctu B Linux

Ayant 6e3onacHocti B Windows

OnucaHue TexHoN0rmmn nposeaeHuA

CobecenoBaHuMe Npom3BoauUTCA B Gopme YyCTHOTro OTBETa Ha 3aZaHHbIi Bonpoc. Mpy HeobxoaMMocTV nNpenogasaTesib
MOXET 3371aBaTb YTOUHAOLLME BOMPOCHI.

MNpumepbl KUM

KOHTpONbHO-U3MepuTeibHbIN MaTepmnan Ne 1

1. O6buine TpeboBaHUA K 3aLLuTe MHPOPMaLMU. TeXHUYECKME U aAMUHUCTPATUBHbIE METOAbl 3aLLUUTbI.

2. M301MpoBaHHas nporpammHas cpeaa.

KOHTpO/IbHO-M3MepUTenbHbIN maTepuan Ne 2



1. MonuTtrka 6e3onacHoOCTy.

2. CNUCKKM KOHTPO/IA AOCTYNa U A0NOJIHUTE IbHbIe aTpubyTbl $aiiioB B $parinoBbix cuctemax Linux.
KoHTpoibHO-U3MepuTenbHbIN matepuan Ne 3

1. YpoBeHb gosepus. OLeHOYHble ypoBHM AoBepus. Mpoduab 3aLumThbI.

2. MexceTeBoW aKkpaH Linux.

KOHTpO/IbHO-N3MepUuTeNbHbIN MaTepunan Ne 4

1. AyteHTndmKauma nonbsosatenei. Paktopbl ayTeHTUPUKaUMK. OgHOPaA30BbIe MAPOIN.

2. CNUCKKM KOHTPOIA AOCTYNa U AONOIHUTE IbHbIe aTpubyThbl dhaiinoB B ¢palinoBbix cuctemax Linux.
Tpeb0oBaHUA K BbINOJAHEHUIO 334,aHUMNI, WKAJbl U KPUTEPUU OLLEHUBAHUA

OueHKa 3HaHWI, YMEeHWUI 1 HaBbIKOB, XapaKTepuaytoLas 3Tanbl GOPMUPOBAHNA KOMNETEHLMI B PaMKaXx U3y4yeHUs
OUCLMMIMHDBI, OCYLLECTB/IAETCA B XO4e TEKYLLEN 1 MPOMEKYTOUYHOM aTTecTaumi. [py oLeHNBaHUM pe3y/ibTaToB
NMPOMEKYTOUYHOM aTTecTaLMm UCMO/b3YeTCA KOIMYECTBEHHAA WKana oueHoK. OueHKM 3a 1abopaTopHblie paboTbl
CKNaZblBAOTCA C OLLEHKOM, MoNy4YeHHOoW Ha cobecegoBaHMM, pe3yabTaT HopMmupyeTcsa K 100 6anbHOM WKane.
MonyyeHHOe 3HaYeHue onpeaensieT ypoBeHb CHGOPMUPOBAHHOCTN KOMMETEHLMIA U UTOFOBYHO OLEHKY (40CTaTOYHbIN —
y40BNETBOPUTENIBHO, XOPOLLO, OT/IMYHO UAN HEAOCTAaTOYHbIV — HeYA,0BNETBOPUTE/IbHO) COrNIAaCHO CAeAytoLWeN WKane:

®  OUEHKa «oTAnM4yHo» —90...100 6annos

®  OUeHKa «xopolwo» — 70...89 6annos

®  OUEHKa «yaoBnetTBoputenbHo» — 50...69 6annos
®  OUEHKa «HeyaosneTsopuTenbHo» —0...49 6annos



